PECCT[‘) PACIPOCTPAHEHHBLIX MOILIEHHHYECKHX CXeM

Cxema

«3BOHOK H3 DaHKa»

[Torepnesiiemy nocrynaer TenedoHHbIl 3BOHOK OT MMEHM COTPYAHMKa GaHka, KOTOpBIH co00LIaeT cBejeHus: 0O
0OopMICHUH KPEJMTHOI 3aBKM Ha MMsi COOECEe/IHMKA, HACTANBACT Ha MOy YeHHHU IAHHOTO KPEeAMTa B LIEJISAX 3aKPbITHs
3a5IBKU M HEBO3MOKHOCTH JIajlbHEHIIEro MoJy4eHHsi MOIIEHHUKAMH BTOPOrO KpeAMTa B PaMKax OTBEACHHOIO s
KJIMEHTA KPCIMTHOrO JIMMHTA, TIOJyYeHHbIE NEHEKHbIC CPeACTBA COOECENHHUK MPOCHT ONEPAaTHBHO MEpPeBeCTH Ha
«0e30MacHbIi, pe3epBHbIl, CreNHATbHBIH» CUET Ui obecredenus X COXpaHHOCTH. B pe3yJibTaTte MoTepreBLInii
MEPEBOJT ICHBIH MOILIEHHUKAM, Tee()OHHBIH HOMEpP OKa3bIBACTCS HEJIOCTYITHEIM, KOHTAKT NPEPBIBAETCS.

«PoacrBeHHHK B Oee»

BTopeiM cnocobom MollleHHHYecTBa M3 4yMcia PacrpOCTPaHEHHbIX SBJISETCS MHUMOE CHAaceHHe pOJICTBEHHHKA,
fONaBIICro B CIOXKHYIO JKM3HEHHYIO CHTYalMIO, a WMEHHO: MOCTynaeT Tele(OHHBII 3BOHOK, COBECeHHK
TNpPEACTABACTCS COTPYAHUKOM IMPABOOXPAHUTEINILHBIX OPraHoB, COOOLIAeT, Harpumep, o JOPOXKHO-TPAHCIIOPTHOM
NPOMCIIECTBHH, MPOH30UIE/IIeM 10 BMHE €ro OJIM3KOro pOJICTBEHHHKA U O BO3MOXKHOCTH M36eXkKaTh YIOJIOBHOM
OTBETCTBEHHOCTH 32 ONpE/IEICHHOE BO3HArpaxaeHue. JIeHbru npocsT nepeaatTs COTpyaHHKY, KOTOpPBIH Npudyner k
noreprnesiiemMy. O pasroBope MnpocsiT HUKOMY He coo0LaTh, YToObI eme Gonblile He HaBpeJINTh POJICTBEHHHUKY HIIH
Cchllasichb Ha TaWHy crnejcTBUs. B jaHHON cXxeme s mepeiauy JeHEKHBIX Cpe/CTB B OONBIIMHCTBE Cilyyaes

MCTIOJIB3YIOTCS KYPhephl.

«HBeCTHLIHH»

Cnenyoumm crnocoboM MOIIEHHHYECTBA SBISETCS JKEJIaHUE IPa)kJaH TMOJY4YHTh OBICTPYIHO mNpHOBLIL OT
MHBECTHUMOHHOH JiesitenibHOCTH. [loTeprieBuminii B WMHTEpHETE HaXOIUT OpraHu3alMio, OT HMEHH KOTOpPOi
pacripocTpaHsercss HHpopManus 00 OCYIECTBICHUH JIeTalbHOM JIesTeIbHOCTH (GHUHAHCOBOrO MocpeIHUKa (dopekc-
aunepa). JIuio, BeICTynasi OT MMEHH TAKOW KOMITAaHUH, 3710ynoTpedIsis JoBepHeM Ipax1aH K JeralbHbIM (hHUHAHCOBBIM
MHCTUTYTaM, o0ellas UM NolyyeHHe BBICOKHX JOXO/0B ITyTeM TOProBIIM Ha MEKIAYHApPOJHOM (PUHAHCOBOM pBIHKE,
NpeuIaraeT NepeurC/IUTh ACHEKHbIC CPEJICTBA HA CYETa OTpe/IeIeHHbIX OPraHu3alluii, TOCIIe Yero IeHeKHbIe cpeacTBa
MOXHILAIOTCS, OOIIEHHE C rpakaHaMy IPEeKpallaeTcs.




«CaliTel — IBOHHUKH»

JUTsi BXO/1a B OHJIaiiH-0aHKWHT Bbl BBO/IMTE €ro Ha3BaHHe B IOMCKOBUKE M MEPEXO/IMTE 110 CChUIKE, BHELIHMIL UHTEepeiic
CTPaHMIbl OYEHb CXOXK C TeM, KOTOPbIH Bbl NPUBLIKIN BUETb, J1ajiee BBOAUTE CBOM JAHHbIC MU BXOAA B OHJAiiH-
OaHKMHI MM JaHHbIe OaHKOBCKOIt kapThl. [Tocie BBo/Ia Bcex AaHHbIX MOSBISETCS COOOIIEHHE 00 «OLIMOKE OMIIAThI.
AHaJIOTUYHAsT CUTYyallMss MOJXET BO3HMKHYTh C CalTaMU-«IBOMHUKAMH» H3BECTHBIX OHJIAMHPUTEHIIEPOB,
MapKeTIJIeiHCOoB.

«PeiikoBble 00bABICHHS

Ha M3BECTHBIX caiTaX: «ABHTO», «lOna» u ap. pasmeimaloTcs oObsABICHHUS O IPOAAKe TEXHUKH, aBTO3AITIACTel, c1aue
3aropoJHOro JIoMa B apeH/ly Ha BbIXOAHbIC/Npasauuky. [Ipn BeIxone Ha nmpojaBLa WM npejaraetcs mepeiitu s
o0cysKIeHHs IeTallell C/IelIKK M LIEHBI B IPYTOi MecceH Kep, NIepeBeCcTH OIIaTy 3a TOBap/apeH/y B MOJIHOM oObeMe
(Mn yacTHYHO) Yepe3 MoOUIbHBIH Gank. [Tocne yero Baun HoMep 3aHOCHTCS B «4EPHBIH CTHCOK, TEeXHHMKY/3am4acTu
Bbl He nostyyaere, 00beKTa HEIBHKMMOCTH, 3aIJIAHMPOBAHHOIO BaM K apeH/ie, He CylIeCTBYyeT.

«HU3mena Poanue»
B cBa3u ¢ nposenenrem CBO, npecTymHUKH 3BOHAT KJIMEHTY GaHKa MO Tejie)OHy M NMPE/ICTABIISAIOTCS COTPYAHUKAMH
®Cb. Ilociie 3TOro0 OHM YTBEPXKIAKOT, YTO COTPYAHUK ODaHKa BHIKPAJ IIEPCOHANbHBIE IaHHbIE KIHEHTA U TeNnepb OT ero
i@ MEpeBOIUT ICHLIM Ha NOIEPIKKY YKPaHHCKOH apMuu. [Ipy 5TOM 3710yMBIIITIEHHUKH yOEKIaI0T YeaoBeKa, 4To,
€CJIM CPOYHO HE NPEANPHUHATH HUKAKUX JEHCTBHM, TOT MOKET ObITh MPUBJIECYEH K YrOJOBHOI OTBETCTBEHHOCTH 3a
u3smeHy Poaune. Tak MOIIEHHMKH BBIHYXKAAIOT KEPTBY MOAKIIOYUTBCS K JIOKHOM cinyx0e OezonacHocTH OaHka M
[IepEeBECTH JIEHbI'M HA UX CYETA.

B pesynbraTe xkepTBa He TOJIBKO MEPEBOAMT 3JI0YMBIIIJIEHHUKAM COOCTBEHHbIE CpeacTBa, HO M, HaXOIsICh B
COCTOSIHHH TMOBBILIEHHOM TPEBOIH, OEPET KPEAMUThI U TAKKe MePeYHCIILET ITH CYyMMbI MOILIEHHHKAM

«Coo0meHns B COLICETAX»

B nomnynsipHbIX COLMANBHBIX CETAX MPUXOAAT COOOLIEHUS OT Apy3eif, 3HAKOMBIX ¢ TPOCKOOH 3aHSITH B O, MpH STOM
MPUCBUIAIOT OAHKOBCKUE KapThl ¢ HMEHEM 3HAKOMOTo, HO C APYIUM HOMEPOM KapThl TH60 coobIIeHNs 0 MPOBEIEHHH
KaKMX-1100 aKLMii ¢ BbIMTPHIILEM JeHEKHBIX CPEJICTB.

«YCcTaHOBHTE NPHJIOKEHHE»

BeisBiien ciy4aii, Koraa npecTynHuK npeAcTaBiseTcs paboTHHKOM GaHka U Bo H3bexaHne opOpMIICHHs KPeanTa Ha
MMl TOTEpIIEBIIEro, MNPOCHT YCTaHOBUTHL mnpuioxkeHne «RustDeskRemoteDesktop», mocne wuero yxanenuo
HEHU3BECTHbIE JIMLA OQOPMIISIIOT Ha NOTEPreBIIEro KPeJUT U MEPEBO/IAT CPe/ICTBA Ha pa3IHYHEIE CYeTa.

ITpunoxenue «My accounty




«lNocyemyru»

[loctynaer 3BOHOK ¢ HEM3BECTHOIO HOMEpA, MOLUCHHMK MPEACTABISETCS COTPYAHHKOM ciyx0bl «locycnyru» u
COOOILAET, YTO HEU3BECTHBIE NPECTYIMHUKH MBITAIOTCS OGOPMHUTH KPEAUT HA UM MOTEPIEBIIEro, U ISl COXPAHHOCTH
HeOOXO/IMMO MEPEBECTH JICHBI'H Ha pe3epBHbIii cyer.

«Buioxenue B apar.merasim
[Toctynaer 3BOHOK ¢ HEM3BECTHOrO HOMepA, MPECTYITHUK MPE/ICTABIACTCS PUHAHCOBBIM AHATHTHKOM H npejsaraer
BJIOJKHTb ACHEIKHBIE CPE/ICTBA B MeTaJL]l (Harpumep — cepedpo) Mot BEICOKHH MPOLEHT.

«Coobuenne 0T KOJLIerH, PYKOBOAHTEIS

[lorepreBiuemMy NpuXoauT COOOIIEHHE B MECCEH/IKEP C HE3HAKOMOTO HoMepa. IIpecTynHuk npejacrasnsercs
KOJIICTOM WJIH PYKOBOJIMTE/IEM, M NIPEYTIPEXKAAET O CKOPOM 3BOHKE U3 NpaBOOXpaHUTENbHBLIX OpraHoB. Hepeku
Citytau, KOT/1a MoCPEeACTBOM MECCEH/Kepa BMECTO TeKCTOBOIO COOOIIEHHUS IIPHXOAMT I'OJIOCOBOE COOBIIEHNE, B
KOTOPOM C MCIIOJIb30BAHUEM HEHPO CeTel 3/10yMbIIICHHHKH BOCIIPOU3BOIAT IOJNI0C 3HAKOMOTO MU PYKOBOJIMTES.
Hanee npecTynHuKM npeacTaBistores coTpyanukamu 1O 1 HacTosTENBHO NPU3bIBAIOT K COTPYAHHYECTBY, NOC/IE
3TOrO 3BOHAT SIKOOBI NNpeicTaBUTeNN (GUHAHCOBBIX OpraHu3alluii 1 MPOCAT MEPEBECTH JEHBI'H Ha ONPe/Ie/IEHHYIO

KapTy.

«3BOHOK OT OnepaTopa CBsI3H»

[loz BUJIOM crielManncToB H3BECTHBIX TEIEKOMMYHHUKALMOHHBIX KOMITAHHUI MOLIIEHHUKH CTaparoTCsi NOTYYUTH IOCTYII
K aKkayHTy vesoBeka Ha «l'ocyciyraxy. 3/0yMbIILIEHHHK 3BOHHT XKePTBE U yTBEPKIACT, 4TO JeiCTBYIOMIHi] JIOroBOp
3aKaHYMBACTCA M €ro HeOOXOAUMO MPOJJIUTh, MHAYE HOMEP TepejaayT ApyroMy aGoHeHTy. IIpi 5TOM MOMmEeHHHKH
YBEPSIOT, YTO BCE MOXKHO C/Ie/aTh 110 TeJePOHY U He MATH B O(HC, J0CTATOYHO MPOAUKTOBATE Koz 13 CMC, nepeiTu
MO CCHLIKE, /1€ BBECTH €llle OMH KOA. Takum 06pa3om uyesioBek ImyTeM 0OMaHa MpeoCcTaBIIseT MOLIEHHUKAM JaHHble
JUTd BXOJIa B JIMUHBIA KabuHeT «l ocycmyruy.

«IHeprocdBITY

[Toctymaer 3BOHOK Ha TeneoH MOTEPNEBLIEro, MPEACTABISIOTCS COTPYAHHKAMH «DHeprocObITay, MpeanaraioT
3aMEHHTH CAYETHUKH, N10CIIe Hero Ha TenedoH noctynaetr CMC ¢ kozoM, KOTOpbIi MOLIEHHHK MPOCHT Ha3Bath. [lanee
MOCTYNaeT 3BOHOK sKOOBI OT «l'ocycnyr», coOBIMAIOT YTO MOIIEHHMKH XOTST B3JIOMATh JMYHBIH KaOMHET M 4TO
He0OXO0/IMMO IIepeBECTH BCE JIeHEKHBIE CPEJCTBA HA «Oe30MacHBIi cueTy.

«AButo, lOa»

rpaXk/1laHiH pasmeraeT 00bsBIeHHe 0 poaaxKe B npunoxkenun «HOma» unu «Asutoy. Ilocie 3Toro Ha ero coobIeHue
OTKJIMKACTCSl SIKOOBI TOTEHUMANbHBIH NOKyNaTelb, KOTOPBI Npeanaraer NPOAOIKUTE OOLIEHHE TMOCPEACTBOM
MECCEH/UKEpa M yKa3blBaeT CBOW COTOBbIM TenedoH. Jlanee 30yMBIIIEHHHK MUILET YTO TOBAp €ro yCTpauBaeT M




[peanaraeT BOCIOJIb30BaAThLCS yCﬂyI‘Oﬁ «Oe3onacHasi CACJIKa» B IMPHJIOKEHUHN U OTIPAaBJISACT CCBUIKY B MECCEeHIKepe,
o KOTOPOE HYKHO HpOﬁTH H TTOJTYHHTb NpeaoIrjary, a OCTaJlbHYH CYMMY obenaer OTAaTh HAIIMYHBIMHU TIPH BCTpEYe.
nOTCPHEBLUMﬁ MEePexXouT IO JITAHHOM CCBUIKE, I'/I€ €ro NnepcoHalibHbIe JJAHHbIC aBTOMATUYECKH BBOJISITCS U CHUMAarTCs
BCE JICHC)KHbIE CPEJICTBA C DaHKOBCKOM KapThbl.

«MpryrekIHepro»

310yMBILLIEHHHKH 3BOHST MPak/JaHaM U NPeICTABISIOTCS COTPYAHUKAMH «MpkyTckDneproy», coobiaoT o, 4To0bl,
MOJIOKEHHBIX JIbroTax. Jis ux nonyueHust Heo6xoaumo HazsaTh aannsie CHUJIC u UHH. TTocie MOJy4eHus
yKa3aHHOH HH(pOpMAaLIKHK, NOTepIeBlleMy Ha Tene(OH MOCTYNaeT 3BOHOK ¢ JIPyroro Homepa, rje MOIEeHHUKH
npeacrasisitores paboTHukaMu POCKOMHA JI30P 1 coo61matoT, 4To MOLIEHHHKH MbITAIOTCS TOXHTHTE CO cuera
JICHEIKHBIC CPe/ICTBA rpaxkAaHnHa. [Toa BiusHueM oOMaHa rpakaaHnuH NEepeBONT CBOH JAEHEKHbIE CpeJICTBa Ha cyeTa
MOIIIEHHUKOB

«3BOHOK H3 CTPAXOBOI KOMIIAHHH»

310YMBILIEHHUKH 3BOHAT MPAXK/IaHAM H [PEACTABIAIOTCS COTPYAHHKAMHU CTPaxoOBOW KOMIIAHWHU M COO0ILAIOT 00
OKOHYaHUM JICHCTBHSI MEAMUMHCKOTO MOJIKCA, U YTO ISl €r0 MpOojieH st HeOOXOAMMO Ha3BaTh Kox u3 CMC-
cool1eHns, B KOTOPOM Takxke ykasaH tenedon «"ocycmyry» mis cszu. lanee rpaiJlJaHuH Ha3bIBaeT KO
MOLLICHHUKaM U riepe3BanuBaeT Ha Homep Tenedona u3 CMC. TloTeprieBieMy 0TBEYaIOT MOIIEHHHKH, SKOObI
COTPYIHUKH TopTalia «I ocyciyru» u cooBIalOT YTO MOIIEHHHKK B3JIOMAJIH €ro IMYHbIH KaOUHET U [BITAIOTCS
0OPMHTH Ha €r0 UMsl KPEJIMThI i HEOOXOAMMO IEpEeBECTH JIeHbIH Ha Ge30nacHsbli cueT. IToa BIHsSHHEM o6MaHa
IPaK/IaHuH MEePEBOJIUT CBOU M KPE/IMTHBIE JICHeXHbIE CPEeICTBA Ha CYeTa MOLLIEHHHUKOB.

«Bupyc Mamont»

[Tocpencrso meccenmkepa «TenerpaMm» MOIIGHHHKH PAaCCHLIAIOT CCHUTKH HCTIONB3Ysl He/l0CKA3aHHbIe coobuieHus, ¢
LCJIbIO 3aMHTEPEeCOBaTh YelloBeKa nepeiTu no cebuike. [1pu nepexose Ha No06HYO cebUIKY (OTKphITHE (aiina) Ha
HCIIOJIB3YEMOM YCTPOHCTBE PACHIPOCTPAHSETCS BUPYC, KOTOPBII B aBTOMATHYECKOM PEXHME 3aBJIaIeBACT IHUHBIMH
JA@HHBIMH M PACChlIaeT CHaM-COOOLIEHHS OT MMEHH Blajielblia yeTpoiicTa. KpoMe Toro, janublii BHPYC nepeaaer
JIAYHBIE IaHHDbIC TPAXKIAHHHA MOLLICHHUKAM, € MIOCIeyIOIIeH BO3MOXKHOCTBIO OQOPMIICHHS KPEIUTHBIX IOTOBOPOB,
XMILEHHS JIEHEKHBIX CPEJICTB CO CYETOB




